ABSTRACT OF THE DISCLOSURE 



The invention relates to a new encrypting device that 
consists of a CPU core (204) and an encryption algorithm 
accelerator (205) as main body as well as including a 
programmable I/O interface (201), a tester and register (202), a 
reset controller (203), a random number generator (206), a chip 
ID (207), a security protection unit (208), a shared memory 
module (209) and an encrypting and decrypting sub-program 
memory area (210). The invention has solved the shortcomings 
presented in a single board encrypting system, enhanced the 
capability against engineering tracking. It meets the strict 
requirements of the information transmission and information 
system in the information security area. 



c 19 ] *%\mm mmrm 



[5l3lnt. CI 7 



H04L 9/00 



[12] %mmmnm% 

[21] $m-^ 00117409.6 



[43]&?f 0 


2002 3 ft 27 0 


[11]^?F^ CN 1342007A 


[22]$i*B 


2000.9.5 [21] 00117409.6 












518058 r^mm^iuKmmmi 










) 










wjs^ms i m t&w^ 6 pff mnm 2 k 



[57] ffiffi 

—ftmmtia®m3:,wL cpu #(204)j?jnft#&fti 

^#^(202)^^^ #(203) .15140.^^(206), 
chipID(207) N ^^#$i.#7c(208) N #r9C#tiH*ft#t 

(2O9)^iini«P^s^^K(2io);2|cjg:5i50^T ^ 



cro n 



XttfiXB 33) 

I 



■4T~: 



i = 3t» j 



fit/urn i/o«n 



I 

oo 
o 

O 



55 

CO 



til m ' J§ *:\4S;-:"- > "" 



1 . -ftmtfito®&n, &&&&& ^m^M^mmimwmm i/o k 

□ (201), (202 >> (203), CPU m (204), 

^3$^ (205). Bfi#lf&£&3§ (206), chip ID (207), £±&&£jt (208), 
^3tttt*tit:!& (209), ijqjlWf^g^^felE (210) .^Jgfi^feftdS (203); 

9fi^iFttHOTtt8'i/ottn (201) ^h^^^.iis]^^*g> ft*. 

ff«ttift«i»w (202) mT®±ffiMmm&mffiM.T%&, 
m&&mzm» (203), ffi¥^ws^^«# 

m& cpu ^ (204) m&Mmmftfemm&mto*&%wn^mm, % 
^&in##&ini* < 205) : S^^#i#ifefeip^^is#; 

0T&Bm»££*' (206) ffl^BfiVim^^s 
#Ti£chip ID (207) ffl^#»CP(l— W«E*ID-^W, 

m^^^^#-7c (208) iMT*t&ffii&1USLi5LM& (203) 

ttsinwttatu^MJ* cpu« (204) B^ii^wjaz 

2. $n*tffil£# i frfcMinaf&a, ^ffi^t -^m^^HftMft (209) 

& RAM, EEPROM fr$}j:'^mM*J®m#:. R*4fe r ^i£&^ik*fc^K) 

(210) SRAM, EEPR0M&/&, . ITlU^fifftH&W^inlSW^g^. 
4. ft&ftH& 1 /ffi&ftftft&S. ^fe&T: 0T^CPU^ (204) RTW^ffl 
16®, 32®, 64 &#J. 



ist m =& 



internet mm, m.m^mm wKmmmmm*M&m&&±ttim&imm. B 

mmjE&®m$i&immm®ifcmjjm aes, muwK 70 ^Kmrnm des. 
^xmm^miaiiBu, hp, sun m&mmm*MmM.&±m%b%.. jAmmwrnm 



7&5£mm> ^mnm 1 #r^. ^mm^nmm^mn^m^ iu mm 

Uf¥l2s EEPR0M13> ffim.$L$i<k%£ 14, 15> RAM16, 

cpu^j^i7^pi/o^p is, &^m&z\wM&mwm<)m)±&mm&- 
ffi&immm&V)>&m® 11 m^mnmmmm n, ^mmM^mmmm 

&ii&&mffl¥ 12 mit&. rom 4"^* eprom 4». — mVs&xtoB&fttii, 

EEPR0M13 ffi^$^^#^^^'SiP^it#'t'0fllW^^^» & RSA 

Sf^x*^, mm&immQfoto'&m, ^mmm rsa eepromh3 mxm 

Wm&fo$lhm$& 11 0T*£ EEPR0M13 &W^mig^l^ifc0T&;t)R&#-*& 

&±U&mtk 15 ffi^^^1ti5iT^^P«^±B<J^^@m 12 *P0t 
&EEPR0M13 4>B<JllSt$g^l^Dc?K*f, W^±^^^iR^^m#3?. 

Bi#l#fit# RAM 16 ffiT^it^W + l^^^^iP^^^^^^^ 



• • • mm : • * • • 

■ - ft »■ * • • . -•>*• •• • • ft ' % 

• « ♦ • • • • • • ♦ • 

• '•ft ••• • • • • • • • • • 

• . ft • .• • ■ • 

••-••#•'.»••-••• 

cpu tzmmtk 17 .its; «Air>hiH#¥*wiEflirs^".' la-i/o 

&P 18 ^#«rt»5FP>h«JW»«^*. ^^J9f«*5igff 12 wJn«x## 

I/O SIP 18 ft^jntt4M&4^ffiS&tt^ 
*n isa> pci 

1. situiftftm £uttft£*MR*t. &teto®Mm!&Mfrm& 
ma, *B"i w*. \yiri*i^#4^sAi4*Bk^ 

2. 15 toffcJEWR. *^*±*'>h«H«ffia«ufctt. Silt 

^u%mwmmffimm&±fcv>mik is, *r mum mm^m^M 
&&&m fpga ^g&^mw, **#m#s#^^ttflw». #*fr2ijjin#*#sM 

*«M^£#*E*Wfc^5fc. iP*#4R±«r EEPROM13 

5. ^fe±M CPU &«MK*fe n jttB&tt*fftK&. ±&Wt&#£ "BUG" m 



-3- 



*mmmn®mw&ft-»smn i/o &p> -tti^.*#*v cpu 

Jn*#&iraau*s a*UR»^«. chip id/*^^*^. #*^*Mi 

SP^-^fi§oT^^ I/O @|P 201. &3&fn^#2& 202 203; ffi3&vS%5& 

m i/o &p 201 mT&&m&to®&&**tmj&m2.m%iw* t»4s ttatwa 
jf. #£*£A-«tot»»jM+*^tij*r 0r&*&&tt* 203, m^ms. 

^^JlftSi5#'&3£ CPU & 204. tin&&&1X\i&%£ 205. 6S#l$t££& 
206, chip ID 207. $±&&&K 208. 209 ^AWF?©* 

210, *«t^s*wi»»igjsa±, cpu ^ 204 mm&m 

torn® 205 »*i&ttJri**«#P. cpu ^ 204 «^jqaf*S6<riSS-*&.».* 



• • • • 


• • 


• • ♦ 


• • • • * 


m « 


* m m 


• * • • » • 


mm m 9 


• m m « 


• * • mm 

mm mm 


• 

• • 


* • 

• • • ♦ » 



cpu & 204 jr/b cpu w!u«*gaBwai*, aai»ip^a#sai 

^»JE6SSi^±W^n. JffifflmSE«Sja^*!l: CPU & 204 
"ST^ffl 16 32 &, 64 

#^ipii* 205 AtHgftSifettifttt, 3M£ttmjmftia*msft. 

#W*^jr$£W»&tBJ*fe. iPSHScfc 512, 768, 1024, 2048, 4096 tt#&<J RSA 
«Hfc* 512, 1024 bb#W DSA ft^«II^MHa4l«nilW»i' A 
$fc^?£> ^PDES^te, Triple-DES RC2 JT$£, RC4 #$£*P IDEA 3£*J1« 

48*?Wfe« * M 02 MD5 SHA1 

206 m^mu^mr^, mtii&$t&& 206 ^^Gim 
cpu 8 204 rt^ajg^^fiiwarak, mmm&mxmmm. 

CHIP ID 207 £*7Jq«&fiM?*£tt, 

mnwntfy&i&. n^^m-mmm. id ^mmnm^mn^m^ 

*^is^*7c 208 ^Mffiw 203 mmmm^m^, &w 
m&&&toixmmwR cpu m 204 wm^m^, « 

209 * RAM, EEPROM # 

*WSIt4»#3»±««% +ra*iS^, UlAffl^ cpu & 204, Jbatfjr 

An^7^#^E 210 £ RAM, EEPROM JPlMS^W 5 ^** CP U 

m 204 wm^aiiw^^ i/o&q 201 t»» ^g^RTWftjpafWibwisiijsi 



.5. 



• • • * . • • « • - * • • 

• • ••• • « * 

• • • ♦ * • • » • ♦ • • 

• ••••• • • . . m 

, • • »* • * • • 

202 m$-7t%$L, m&mi&ikmni cpu & 204 
RXteMm®&&mmtomz&m, fe^mim.k>m 206 ^.kmm^mA 

unit-. im^WL^^x/mmm^, ready, &Mimm&&£ 

mw. ^mM% busy, ^'m^s^m^m^mmm^m, 

CPU & 204 ^iw*»j*iatt* 205 RISC }£4^fP 

®mn&mtoi?mft&mmmTrmtt7&&&m. mwtimgm&it a>um 264 

cpu m 204 gftlftiirttg 1/0 &p 201 , &WfctinM®M 
&mi±m&&toi%*mmi%* cpu m 204 aft-smii 1/0 &p 201 

itfefet, 1/0 ftatt^n^, mmrnnmmm. 

m&ftM*?mt%4>tiLmt&3fM, m$t, Bnm\mmmwmmmfttiTmm 1/0 



-6- 



• • » « • » • « « 

• • « * ♦ • • • • • » * 

• ••ft •••• * • « 

• •• ••« V ft* • » « • • • 

• ••••• • • 9 



tft w # w n 



ISA. PCI3§ 













12 


11 









E 




E 




P 




R 




O 




M 




13 



.a 

14 




• * * • 

• • • • 

• • • * 



• • 

► • * ♦ 



• • • 



205 



W 



BI#l&:££S& 206 



A-A 
W 



chip ID 207 



W 



CPU & 
204 



< — ► 



208 



W 



209 



w 



#»E 210 



A-A 
W 









f ^ 






202 


WISM! I /0 201 



203 



i/o gp 



-2- 



